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Developing a framework for addressing ethical challenges in generative AI
Simon Lucas a, René M. Heinitzb, Sarah J. Beckerb, and Jean Enno Chartona

aMerck KGaA, Darmstadt, Germany; bUniversität Witten/Herdecke, Witten, Germany

ABSTRACT
Technology developers in corporate environments hold responsibility as technologies 
transition from laboratories to market adoption, particularly with Generative Artificial 
Intelligence (GAI). This transformative technology presents substantial opportunities 
alongside profound ethical challenges that require immediate attention. As companies 
seek practical guidelines before regulatory frameworks are established, ethically 
informed self-regulation becomes essential for aligning business interests with ethical 
standards. In response, we have developed an actionable framework to promote respon
sible innovation in GAI. This framework emphasizes defining objectives, maintaining 
documentation, conducting bias and fairness assessments, implementing security mea
sures, and fostering active engagement. By adhering to these principles, the framework 
aims to facilitate the ethical integration of GAI into science and technology operations, in 
order to mitigate potential harms while harnessing its transformative potential. Our 
bottom-up, self-service approach empowers use case owners to make ethically informed 
decisions, enhancing ethical capacity across the workforce and increasing awareness of 
critical considerations in data and GAI. Ultimately, frameworks like the GAI Ethics 
Framework are important tools for navigating the complex moral landscape of GAI, 
fostering responsible innovation, and building trust among stakeholders, thereby com
plementing existing regulations such as the EU AI Act.

Introduction

Generative Artificial Intelligence (GAI) has emerged as a groundbreaking technology across various 
domains, from creating compelling visual art and generating human-like text to advancing drug discovery 
and personalized education (Bian & Xie, 2021; Ruiz-Rojas et al., 2023; Su & Yang, 2023; Zeng et al., 2022). 
This technology holds immense promise, enabling innovative applications that previously required sig
nificant human effort and were considered purely theoretical. However, alongside these advancements, GAI 
introduces profound ethical challenges that demand urgent attention and resolution. As AI and in 
particular GAI systems become increasingly sophisticated and integrated into daily life, the potential for 
misuse, bias perpetuation, privacy violations, and other ethical issues substantiates (Alkaissi & McFarlane,  
2023; Fischer et al., 2023; Hall & Haas, 2021; Li et al., 2024; Sun et al., 2022; M. Zhou et al., 2024).

One ethical concern surrounding GAI, for example, is its potential to generate misleading or harmful 
content, such as deepfakes and misinformation (Ferrara, 2024; Xu et al., 2023; J. Zhou et al., 2023). These 
outputs can blur the lines between reality and fabrication, posing significant threats to public trust and 
safety. Additionally, the biases embedded in training data can be inadvertently amplified by GAI models, 
leading to discriminatory outcomes and reinforcing societal inequities (Alles, 2024; Capraro et al., 2024; 
Jadon, 2024). Furthermore, the use of personal data in training these models raises critical issues related to 
privacy and data rights, necessitating stringent measures for data protection (Novelli et al., 2024; Veluru,  
2024; Xiang, 2024).

Despite the recognized importance of these ethical issues, the current discourse often lacks a practical 
framework for addressing them. While existing guidelines and principles are valuable, their effective 
implementation in real-world applications presents significant challenges. (Floridi 2019; Mittelstadt 2019; 
Morley et al. 2020; Hickok 2020; Blackman 2020; Mökander et al. 2022). There is a growing need for 
a robust, actionable framework that developers, policymakers, and stakeholders can utilize to navigate the 
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complex ethical landscape of GAI. Such a framework should arguably be grounded in transparency, 
accountability, and public engagement, ensuring that the development and deployment of GAI technologies 
maximize benefits while mitigating risks (Kenthapadi et al., 2023; Mökander et al., 2024; Zlateva et al.,  
2024).

This paper aims to contribute to the following research question: “How can an assessment framework be 
developed to facilitate the ethical integration of GAI in corporate environments while enabling practitioners 
in bottom-up innovation?” In order to address this question, a practical framework is proposed for the 
resolution of ethical issues in GAI, with particular emphasis on those arising in technology companies. 
Technology developers, especially in a corporate context, bear responsibility as technologies that advance 
beyond the lab stage can have a profound impact once they are successfully marketed and adopted by a large 
user base; all while making decisions in dynamic technological fields often characterized by regulatory 
uncertainties and moral complexities. By exploring key ethical challenges and providing concrete guidelines 
for addressing them, this framework seeks to foster responsible innovation in GAI within the corporate 
domain. The proposed approach emphasizes the necessity of clear purpose definition, thorough documen
tation, bias and fairness audits, security measures, and active public engagement. Through these principles, 
the framework aspires to support the ethical integration of GAI into operations of science and technology 
companies, safeguarding against potential harms while unlocking its transformative potential.

Situation at Merck

Merck KGaA, Darmstadt, Germany, a leading industry player in the healthcare, life sciences, and electronics 
sectors, has a longstanding tradition of integrating ethical deliberation into its business practices. This 
tradition is exemplified by the company’s decade-long engagement with a team of internal ethicists and 
external advisory bodies. The latter have provided independent guidance on ethically sensitive issues in 
healthcare and life sciences, including stem cell research and genome editing, which have subsequently been 
incorporated into various company charters and principles (see e.g., Sugarman et al., 2018).

In response to the ethical challenges brought by digitalization, Merck has proactively issued a digital 
ethics mandate. This mandate reflects the company’s focus on managing data, algorithms, and AI with 
ethical diligence, addressing the specific ethical risks associated with these technologies. It also aims to 
responsibly leverage commercial and scientific opportunities that emerge with the advent of such technol
ogy. This includes the implementation of ethical frameworks specifically designed for the tech industry and 
the unique needs of Merck (Becker et al., 2022), integrating ethics panels to guide corporate ethical 
deliberations (Nemat et al., 2023), and tackling unique ethical challenges specific to data and AI. The 
company has further addressed the specialized needs in the digital realm by deploying standardized ethical 
assessment tools tailored for specific use cases like data analytics and AI use. These tools contribute to 
bridging the gap between high-level ethics frameworks and their practical application, thus attempting to 
make them actionable within the organization. These approaches include customizing ethical strategies to 
address challenges such as managing diverse use cases, complex project infrastructures, and the ethics 
expertise gap within data and AI teams (Charton et al., 2025).

In response to the rapid evolution of generative AI technology and its widespread applications, Merck 
has instituted a set of ethical guidelines for generative AI usage, which is one of several tasks managed under 
the oversight of Merck’s Global Data & AI Organization. These guidelines are designed to align GAI 
applications, such as ChatGPT, with the company’s Code of Digital Ethics (CoDE), an ethics framework 
based on 20 action-guiding principles (Becker et al., 2022). Protocols have been established to promote 
responsible use, delineating specific do’s and don’ts. Building on this foundation, Merck’s Global Data & AI 
Organization has developed MyGPT, a custom-built internal version of ChatGPT, vetted by Merck’s 
cybersecurity and data privacy teams and endorsed by the worker’s council, designed to meet operational 
and ethical standards that support the activities of Merck and its employees, enabling them to learn and 
leverage the productivity potential of AI early on. This initiative forms part of a broader strategy to expand 
the company’s data and analytics capabilities across various sectors and regions, facilitated by the harmo
nized data and analytics ecosystem known as UPTIMIZE, and reinforced by robust data governance. The 
strategy aims to cultivate a strong data and AI culture within Merck, encouraging every employee to actively 
create and share data, access data and analytics, and develop the knowledge and mind-set necessary to 
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leverage these resources effectively for business management and collaborative purposes. This includes 
enhancing digital literacy and competencies among employees through targeted tools and training sessions 
that emphasize ethical AI usage and digital proficiency. This approach reflects Merck’s attempt to foster 
a workforce that is both technologically proficient and ethically informed.

Beyond that, Merck has launched various initiatives utilizing generative AI, ranging from insights and 
content generation to interactive customer or patient-facing applications across all its business sectors. Each 
of these applications raises different ethical questions that require careful consideration. Some of these 
applications may operate well within general guardrails to promote bottom-up innovation while avoiding 
the need for formal oversight. However, others may require dedicated oversight procedures or should be 
avoided altogether. To deal with an ethical assessment of these cases, a practical and scalable solution is 
needed. This is especially salient, as the company-wide AI governance structure – necessary to comply with 
the EU AI Act regulations among others – is complex and requires time and careful review to implement. 
To bridge the gap between having no oversight and a fully established AI governance framework, a practical 
interim solution for practitioners is needed.

Further practical complications arise from the volume of generative AI use cases that hail from diverse 
business sectors, each having different R&D priorities, managerial procedures, and organizational setups, 
which poses significant difficulties for thorough and individualized ethical assessments. Since the task of 
performing individualized ethics assessments by Merck’s Digital Ethics Office or eliciting in-depth advisory 
consultations by Merck’s Digital Ethics Advisory Panel (DEAP) becomes comparably complex, in principle, 
managers of GAI projects should be enabled to assess ethical questions surrounding their use cases on their 
own. In the current era of rapid digital advancement, it is important for organizations to foster a culture of 
ethical responsibility among their employees. By doing so, they can alleviate the burden on project 
managers and facilitate digital innovation and bottom-up experimentation, without the hindrance of overly 
complex governance structures or time-consuming ethical assessments. On the other hand, it is crucial to 
detect cases that may pose significant ethical risk and subject them to a rigorous assessment regarding 
potential risk by making use of the full expertise of Merck’s ethics capacities, such as the Digital Ethics 
Office, or the DEAP. All these activities also ought to be aligned with trust-building considerations 
enhanced with internal and external stakeholders. Concerns of employees should be integrated into these 
considerations, such as those surfaced by feedback from speak-up lines and internal surveys on AI, 
addressing issues about potential job elimination, or control of AI within the workforce.

Merck’s goals for developing a generative AI ethics framework

Based on the considerations outlined above, Merck has developed a methodology intended to ensure the 
responsible deployment of GAI technologies. This initiative, commissioned by Merck’s Global Data & AI 
Organization, aims to help use case owners leverage GAI and foster innovation and experimentation while 
adhering to the company’s commitment to digital ethics, specifically by interpreting Merck’s CoDE into 
appropriate oversight. In doing so, it categorizes use cases into three levels of oversight requirements, 
facilitating targeted governance that evolves from self-assessment to more structured regulatory compliance 
as necessary. This tiered oversight approach is intended to promote experimentation within the organiza
tion without the constraints of immediate formalized oversight. Recognizing the dynamic nature of 
generative AI technologies, the framework is set out to identify use cases that can be implemented without 
further oversight, those requiring dedicated oversight procedures, and those to be avoided altogether.

The framework is designed specifically to guide practitioners at Merck through the ethical com
plexities of their projects, promoting responsible decision-making in anticipation of more formalized 
governance structures influenced by emerging regulations, such as the EU AI Act. It adopts a bottom- 
up, self-service approach to ethics, empowering use case owners to make ethically informed decisions. 
In doing so, it builds ethics capacity across the workforce, fostering awareness and understanding of 
critical ethical considerations related to data and GAI. The model supports a progressive escalation of 
governance, ensuring that while innovation is encouraged, it remains within ethical guidelines and 
corporate responsibilities outlined in Merck’s CoDE. Moreover, the implementation of the framework 
is consistent with the prevailing academic discourse that ethical guidelines such as the CoDE must be 
translated into practice to provide a valuable impact for organizations (Blackman, 2020; Floridi, 2019; 
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Hickok, 2020; Mittelstadt, 2019; Mökander et al., 2022; Morley et al., 2020). The development process 
of the framework follows important design science research guidelines, in particular by designing 
a viable method to approach real business problems (Hevner et al., 2004). Informed by direct 
feedback from Merck employees, including informative internal surveys on key envisioned use 
cases and anticipated ethical challenges, as well as focused interviews with project managers, decision- 
makers, and department heads, the framework ensures that the application of GAI aligns with 
corporate ethics standards and meets the current needs of GAI users within Merck. It also addresses 
both inherent and contextual risks associated with specific use cases and emerging regulations while 
taking external developments into account. Ultimately, Merck has integrated seven “ethics markers” 
into this framework, creating a decision tree that categorizes generative AI applications into three 
governance levels, thus balancing innovation with ethical accountability. In what follows, we will 
outline the considerations that led to the architecture, design, and practical operational characteristics 
incorporated into the framework.

Development of a generative AI ethics framework

Methodology

A substantial theoretical foundation underpins the ethical discourse of GAI or AI more broadly (Al-Kfairy 
et al., 2024; Ferrara, 2024; Floridi, 2012; Floridi & Taddeo, 2016) yet increasingly concentrates on bridging 
the “principles to practice gap” (Corrêa et al., 2024; Georgieva et al., 2022; Mittelstadt, 2019; Morley et al.,  
2020). Various practical proposals have emerged, such as checklists for digital ethics evaluation (Deon,  
2018; UN Global Pulse, 2019), staff training modules (Danish Design Center, 2021; Omidyar Network,  
2018), formal ethics panels (Nemat et al., 2023; Schuett et al., 2023), and organization-wide certification or 
audit procedures (AI Ethics Impact Group, 2020; Epstein et al., 2018; Saleiro et al., 2018). Within this 
discourse Mökander et al. (2023) classify various approaches into three categories: the Switch, a binary 
assessment of whether a system qualifies as AI and thus requires specific risk measures; the Ladder, which 
ranks systems by their ethical risk; and the Matrix, a multidimensional model incorporating context, data 
input, and decision structure. While our own framework is not strictly following an implementation theory, 
it aligns with the Ladder approach by focusing on systems’ ethical risk profiles. In this sense, it offers 
a middle ground between purely binary conceptions and more expansive, matrix-oriented perspectives.

It is important to recognize that ethical risks in GAI manifest across multiple levels of analysis, which are 
relevant is such a Ladder approach. Ethics of GAI pertain not only to the overall objectives of the 
technological solution but also to each component within the solution. For instance, a GAI system designed 
based on sound ethical deliberation can still be misused for unethical business purposes. Therefore, it is 
essential to thoroughly address the various layers of risks and concerns associated with its use. First, 
inherent risks of GAI include issues such as inaccuracy, hallucinations, explainability challenges, and bias 
(Alkaissi & McFarlane 2023; Li et al. 2024; Sun et al. 2022; M. Zhou et al. 2024). Second, there are risks 
related to specific use cases or clusters of use cases, such as unethical applications, the need for human 
verification and oversight, and the handling of confidential or sensitive data (Al-Kfairy et al., 2024; Britton- 
Heitz & Merhout, 2024; Chen & Esmaeilzadeh, 2024; Thorne, 2024). Finally, broader socio-technological 
impacts must be considered, including the effects on the workforce, skills and capabilities, and the 
transformation of communication and behavior (Bargh & Troxler, 2020; Feldstein, 2023; Obrenovic 
et al., 2024).

Likewise, the assessment of GAI and its respective frameworks can operate on at least two distinct levels 
of abstraction (see Figure 1). The first is the use case logic, in which a user inputs a query, and the generative 
AI model produces a response. The second is the system logic, which encompasses the developers of GAI 
applications and their determinations regarding model development, the reuse of data generated during its 
operation, and the associated issues that arise from this process. In developing Merck’s GAI Ethics 
Framework, we, following the design principles commissioned by Merck’s Global Data and AI 
Organization, initially prioritized the use case logic for three key reasons: (1) to provide users of GAI 
solutions with a rapid support service; (2) to address the imbalance between users and developers of GAI 
solutions; and (3) to empower use case owners to address ethical questions within their specific applications. 
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As users engage within the use case logic paradigm, designed to operate autonomously and at a speed that 
fosters competitive innovation, a critical need exists for ethical assessments in the absence of formalized 
oversight.

For the reasons discussed above, our decision to shift from a comprehensive approach to a purely use- 
case-driven logic yields an assessment framework that is effectively algorithm-agnostic. It is by no means 
confined exclusively to GAI, nor is it limited to a particular subset of AI systems; rather, it can be applied to 
a broad array of AI use cases in principle. Nevertheless, we maintain that the core assumption – namely, that 
GAI is widely accessible to a diverse range of users via a prompt-output modality – remains crucial. In 
particular, this feature renders the framework especially valuable for evaluating user-centric AI applications 
in which numerous projects are overseen by managers who may possess only a rudimentary understanding 
of the categories subsumed under a system logic. In the context of a framework’s design, these considera
tions are especially salient. For example, we have previously developed ethics assessment methodologies for 
AI applications in other domains, such as data analytics (Charton et al., 2025) and when devising vendor- 
assessment criteria for AI systems (unpublished data). In those cases, contextual factors such as project 
throughput, the technical expertise of personnel, and the overall level of ethical significance often necessi
tated moving beyond user-centric concerns. Specifically, system-level factors like robustness and model 
components took on heightened importance to ensure that the assessment was adequately comprehensive 
for each department’s needs.

We acknowledge that GAI governance at the system level is equally important. However, we believe 
ethical considerations extend beyond the purview of individual project managers and use case owners. 
Provisions for the ethical design of GAI must be established at the oversight board level. These boards make 
decisions regarding issues such as AI sourcing and model robustness, necessitating either executive 
authority or specialized technical expertise. Nevertheless, we also provide assistance to developers working 
on GAI solutions, which will be discussed in more detail later in this article.

The initial stage of the GAI Ethics framework development process was to determine whether the 
principles of the CoDE could be applied to create a practicable framework in the rapidly evolving field of 
GAI. In order to gain insight into this question, an analysis was conducted of the content of each principle, 
which was then compared to the current issues of the prevailing discourse on GAI. The description of the 
CoDE principles was thus calibrated to align with both recurrent findings in the relevant literature and 
empirical knowledge gathered at Merck. The latter included surveys conducted among the data and AI 
community, which highlighted anticipated use cases predominantly in the areas of coding, insights retrieval, 
competitor analysis, legal-document processing, and communications. These findings were further rein
forced by analyzing ongoing projects across various business sectors and departments, where the principal 
objectives centered on insights generation, content creation, and interaction. Likewise, a key motivation 
identified through these surveys was the desire to boost productivity, enable customization, and reduce the 
burden of repetitive tasks. When asked about ethical concerns, data and AI practitioners primarily 
identified the potential impact on the workforce and the risk of hallucinations as key issues, followed by 

Figure 1. The use case and system logic of generative AI.
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concerns regarding harmful outcomes from erroneous outputs, data and privacy breaches, and systemic 
bias. The confluence of these factors was analyzed by the Digital Ethics team, then categorized and assigned 
to the most relevant principles on the basis of a consensus vote. Specifically, four pivotal principles have 
emerged as particularly salient within the GAI landscape, mirroring challenges frequently articulated by 
Merck personnel and extensively deliberated in public and academic discourse. These include the expertise 
to classify the output of a prompt (related to the literacy principle) (Denny et al., 2024; Romero Moreno,  
2024), the use of personal data in a prompt (proportionality) (Popowicz-Pazdej, 2023; Wach et al., 2023), 
awareness of the limitations of the generative AI application (comprehensibility) (Annapureddy et al., 2024; 
Kox & Beretta, 2024), and the use of other sources to verify the output of the generative AI application 
(responsibility) (Preiksaitis & Rose, 2023; Thorne, 2024). The proposal to focus on this subset of principles 
was agreed upon in alignment with Merck’s DEAP in one of its panel meetings, which emphasized the 
importance of meaningfully translating these principles into markers. This approach allows project char
acteristics specific to GAI use to be reflected back into their impact on the subset of principles and, 
consequently, on Merck’s CoDE. These four aspects hence represented a preliminary stage of the frame
work’s development. However, the incorporation of additional so-called “ethics markers” was necessary to 
create a user-friendly GAI Ethics framework. The ethics markers act as a link between the high-level 
principles of the CoDE and the specific characteristics of a GAI project. In other words, the principles are 
translated into measurable and observable indicators within the ethics markers. The implementation of 
previous projects employing ethics markers, coupled with the development of them and their precursors by 
scholars in digital ethics research, facilitated the collection of a wide range of ethics markers. As a general 
observation, ethics markers may be collected and examined in diverse contexts to determine their useful
ness. Initially, we compiled a list of 16 ethics markers (including e.g., questions about users’ technical 
awareness, questions about the use of personal data or questions about potential negative effects on people) 
drawing from prior research (Charton et al., 2025) and theoretical frameworks pioneered by others (AI 
Verify Foundation, 2024; Nemat et al., 2023; OECD, 2022; SAP, 2024; Zlateva et al., 2024).

Following this compilation, we conducted use case testing involving 15 scenarios to identify the most 
relevant ethics markers. This process included testing various iterations of the framework across different 
contexts within the company, covering GAI applications from operations and supply chain planning to 
commercial and research applications (examples of use cases included the generation of tailored patient 
treatment plans and the creation of marketing e-mails for customers). These use-case tests were conducted 
as guided interviews, during which the Digital Ethics team sought to reconstruct each use case and 
subsequently applied a step-by-step analysis aligned with the decision tree and the queries related to the 
provisionally selected markers. At each juncture, the markers were examined for their substantive relevance 
and terminological clarity, as well as for whether the questionnaire might have overlooked any ethically 
significant information. Proposals and comments provided by the respective use-case owners were docu
mented and subsequently discussed within the Digital Ethics team for possible integration.

For instance, a common piece of feedback was that certain markers in the decision tree needed clearer 
and narrower definitions, such as personal data, sensitive personal data, and business-sensitive data. 
Descriptions of these markers should include illustrative examples to facilitate easy contextualization for 
their respective use cases. Additionally, test users consistently recommended establishing clear links 
between interconnected markers in the logic of the decision tree. For instance, the relationship between 
required user expertise and the necessity for output verification should be explicitly defined.

Further refinement was achieved by discussing the markers and the language used throughout the 
tool with the DEAP, ensuring that the markers and descriptions are not only user-friendly but also 
philosophically sound. For example, the expert panel recommended adding additional layers to cate
gorize the type of data used in GAI use cases during marker selection. This includes distinguishing 
between personal data that Merck has control over, and personal data sourced externally, as well as 
differentiating between consented and unconsented personal data. The panel also specifically suggested 
refining the marker “negatively affects humans” in the classification methodology, as its initial iteration 
was too generic for meaningful use. While some individuals or groups may consistently be negatively 
affected, it is essential to consider other ethical principles that may outweigh this detriment. To ensure 
a more comprehensive approach, Merck and others developing such a framework should incorporate 
a risk-benefit perspective or specify certain risks for individuals or groups that are deemed problematic, 

6 S. LUCAS ET AL.



leading to a high-risk classification. This will facilitate a more nuanced assessment of the impact on 
humans. The final selection was contingent upon user feedback, with a special emphasis on feasibility 
and comprehensibility criteria, ensuring accessibility for non-experts during the early stages of use case 
exploration.

Taken together, within this use case testing phase, a succinct set of ethics markers was chosen, guided by 
three primary criteria formulated through extensive pilot testing and iterative feedback loops with the 
DEAP. First, user-centricity was prioritized, ensuring alignment with the use case logic, given the varying 
levels of expertise among employees in the GAI model. Second, practical guidance was emphasized to equip 
users with actionable insights, furnishing them with relevant information regarding considerations when 
employing a GAI application. For example, when personal data is used in a GAI application, users are 
informed that they should consider whether the data provider has given consent for the use of their data. 
Finally, ease of application was prioritized, necessitating a yes-no structure to facilitate straightforward 
determination. For example, individual employees are usually not capable of evaluating whether the use of 
an application results in excessive CO2 emissions.

Figure 2. The generative AI use case classification Tool.
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The seven ethics markers were subsequently arranged in a linear decision tree (see Figure 2), enabling 
a sequential yes-no assessment by use case owners. These markers cover the following areas and ques
tions: 1) Sensitivity of data: Does the use case involve using personal information in the prompts for the AI, 
such as a name, an identification number, location data, an online identifier, or one or more factors specific 
to the physical, physiological, genetic, mental, economic, cultural, or social identity of a natural person? 2) 
Use of human characteristics: Are the prompts inclusive of any specific human traits such as gender, age, 
ethnicity or emotions? 3) Sensitive business data: Are any confidential sensitive business specifics part of the 
prompts? 4) High-risk area: Is the AI output from the prompts intended to directly address critical areas, 
e.g. participants in the healthcare ecosystem (especially patients or caregivers) or Merck employees in HR 
contexts? 5) User expertise: Does the team need a role with the necessary expertise to understand the AI’s 
functionality, recognize its limitations, and interpret the relevance of its outcomes within the specific use 
case? 6) Verification process: Should there be a process in place to verify the AI’s output from the prompts 
using different sources? 7) Impact on humans: Might the deployment of the AI’s output from the prompts 
lead to potentially adverse effects on people or have extensive, negative societal consequences?

If the answer to all questions is no, the case is classified as a “good-to-go” case that requires no additional 
oversight. If any of the questions are answered with yes, indicating a high risk, further actions are required. 
In order to determine if the use case might fall under the “prohibited category,” two additional questions 
need to be considered: 8) Does the application lead to the manipulation or the infringement of personal 
freedom or intrusion into privacy? 9) Does the application have a negative impact on society? These two 
questions are directly related to Article 5 of the EU AI Act. The article sets out eight characteristics, which, if 
present in an AI system, classify it as prohibited. These characteristics include for example the ability to 
influence people subliminally, the use of facial recognition, or the use of emotion analysis.

All of these questions are detailed in a handbook and backed by examples to explain the markers and 
questions accordingly. This “handbook-like” style of the framework was developed in collaboration with the 
data and AI community, alongside the senior leadership in the relevant business unit, who selected it as the 
preferred method of deployment. It was conceived as a self-service interim tool aimed at enabling individual 
use and self-assessment, offering a way to familiarize users with ethical questions in the context of 
generative AI while swiftly and proactively addressing potential issues within each unit. At the same 
time, it prepares for the eventual formal oversight necessary to meet emerging regulatory requirements.

During deployment, a handbook was provided to all AI practitioners, offering a general overview of 
ethical considerations in the context of generative AI, as well as detailed user guidelines to facilitate 
individual use and self-assessment. This includes instructions regarding how to proceed in high-risk 
situations, such as conducting a self-assessment using the annex of the handbook or, if the issue remains 
unresolved, consulting Merck’s Digital Ethics team, and cases of prohibitive risk, warranting immediate 
referral to both management and the ethics department. In addition to the decision tree depicted in 
Figure 2, the handbook offers a more comprehensive explanation of each marker’s significance in relation 
to Merck’s CoDE. It also provides examples highlighting specific situations in which certain markers would 
be activated, thus enabling users to identify and address potential risks more effectively.

The handbook’s design followed a rationale similar to that underlying the selection of the markers and 
the decision tree described above. Specifically, the terminology and examples in the marker descriptions 
were chosen on the basis of extensive user feedback, ensuring they would be both understandable and 
relevant across various departments. This content was then refined with input from the DEAP to preempt 
misconceptions and provide additional clarity, for instance, by contextualizing what is meant by the abstract 
notion of “negatively affecting humans” within the company’s specific setting. The same rationale applies to 
the handbook’s self-assessment provisions, which draw heavily on prior frameworks, such as those devel
oped for evaluating AI in data analytics (Charton et al., 2025). The guiding questions for high-risk scenarios 
were intentionally designed not as clear go/no-go checkpoints. On the one hand they are prompt to 
encourage reflection on possible precautions and the extent to which potential risks have been sufficiently 
addressed, on the other hand they include measures that the use case team should implement to minimize 
risks. In this way, the handbook aims to raise awareness of the ethical dimensions that may arise in specific 
project contexts and supports the use case team in finding measures to mitigate them.

For example, if the use case does not pose “prohibitive risk,” further provisions for “high-risk” use 
cases apply and use case owners are referred to a self-assessment guide provided in the handbook. 
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This guide is designed to prompt a more detailed reflection on the respective use case. Managers 
should consider discussing any potential issues with their team or manager. For each category, the 
handbook provides guiding questions to explore some of the complexities associated with the 
markers.

To illustrate, if a user determines through the framework that the use case necessitates a verification of 
the output of the GAI application, the use case will require further questioning. The self-assessment manual 
in the handbook assists AI practitioners in conducting further questioning of their use case and identifying 
measures to mitigate potential ethical risks. If the answer to the question “Should there be a process in place 
to verify the AI’s output from the prompts using different sources?” is yes, the user is additionally asked 
whether a verification process for the output of the use case is being developed. In the event that this is the 
case, no further action is required on the part of the user. Conversely, should this not be the case, the user 
will be required to provide further elaboration on the verification process. Additional guidance is provided 
to assist the user in this process. In this case, users are encouraged to take measures such as implementing 
a documentation process for verification and selecting a person or digital solution to verify the output in 
future. The guidance provided in the self-assessment manual is supposed to be utilized as a point of 
reference for discussion with colleagues and managers. If a critical ethical issue persists throughout the 
project lifecycle, the framework mandates engagement with Merck’s Digital Ethics team, with the option to 
seek external consultation through the DEAP.

Given the intended grassroots approach to enabling thoughtful risk-taking, the measures prescribed in 
the handbook are deliberately minimal, except in cases that are explicitly prohibited. They provide that 
high-risk scenarios should be discussed within the relevant management lines, aided by the handbook’s 
guiding questions, with the optional involvement of the Digital Ethics team if necessary.

The implementation of the framework

Our framework addresses pressing needs within various departments at Merck concerning GAI, serving as 
a grassroots ethics initiative driven by Merck’s official goal implement to digital ethics, strengthened by 
institutional efforts. Central to this initiative is fostering a data and AI community and culture to help 
propel grassroots engagement, alongside raising ethics awareness company-wide – from the CEO and 
middle management to individual data scientists. By incorporating active leadership communication and 
support, the framework aims to embed ethical principles in everyday decision-making.

This grassroots initiative is meant to complement, not replace, more formalized processes that require 
tailored scientific analysis and rigorous organizational collaboration to address specific departmental needs 
and legal requirements. During development, we focused on an “active enablement over control” approach 
(Obwegeser et al., 2020). Our framework serves as a provisional “plug and play” governance mechanism 
designed to bridge the gap while awaiting the establishment of a comprehensive oversight body. This future 
body would address additional overarching aspects of GAI, including those encompassed by the “system 
logic.” The experiences gained from the current project’s self-governance approach can also inform the 
development of this overarching framework.

The rationale behind focusing on the “use case logic” at this stage is to provide use case owners with the 
tools to address ethical issues within their specific applications. Ethical concerns related to the “system 
logic” will be addressed separately within the oversight body and the developer teams of GAI solutions, 
following a methodology aligned with the systematic approach outlined above. Given the larger number of 
users compared to developers, more hands-on assessment methods seem essential for users. The smaller 
number of projects within the “system logic,” coupled with their potentially far-reaching impact, allows for 
more in-depth ethical analysis by Merck’s ethics team and formal ethics review processes, such as through 
the DEAP. At present, developers are provided with a questionnaire comprising questions such as: (1) Are 
the prompts or outputs shared with any individual or entity other than the prompt user, for instance, for 
further training of the model? (2) Are the model’s limitations clearly communicated to the user? (3) Is the 
system robust against malicious attempts to influence its output, such as prompt injection? (4) Is the system 
continuously updated with new data to identify ethical issues? This section of the framework will be the 
subject of further elaboration in the future, particularly in consideration of the guidelines for general- 
purpose AI models under the EU AI Act.
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How to unlock the value and general applicability of the framework

The structure of our framework follows a linear decision tree with simple questions that classify use cases 
into three categories. “Prohibited cases” that will be not developed, “high-risk” use cases that require a more 
thorough ethical assessment and “good-to-go” cases that require no additional scrutiny, thereby optimizing 
resource allocation and efficiency in managing ethical considerations and enabling bottom-up innovation. 
The screening mechanism and the resulting stratified self-assessment process are designed to be integrated 
into upcoming formalized AI governance structures, providing comprehensive oversight of past and 
current GAI project activities, with the current set-up serving as an interim solution, allowing for rapid 
risk classification. Due to its simple design focusing on pressing issues in GAI, the framework is applicable 
across sectors and addresses ethical quandaries with broad relevance to GAI but is also tailored to specific 
areas relevant to the company, such as interactions with healthcare professionals through outward-facing AI 
applications, which constitutes a “high risk area.” The framework also helps to build ethics capacity within 
teams, which are typically made up of project managers and technical staff. By encouraging the team to 
interrogate use cases from an ethical perspective, and by stimulating discussions about ethically relevant 
issues, the framework promotes awareness of ethical considerations and encourages ongoing dialogue about 
the ethical aspects of data analytics work. GAI can be applied in various scenarios, including personalized 
marketing e-mails, shortlisting candidates in HR processes, drug development, legal advice, and more. It is 
crucial to highlight to employees the potential risks associated with such scenarios.

This framework is also applicable in other contexts. Many of the principles contained in Merck’s CoDE 
transcend specific company boundaries and are prevalent in much of the academic literature and in various 
ethical frameworks of for-profit and not-for-profit entities (Becker et al., 2022; Fjeld et al., 2020; Hagendorff,  
2020; Jobin et al., 2019). Specifics relevant to Merck, such as the definition of what constitutes a “high risk 
area” are easily interchangeable. The same applies to the definition of sensitive business areas, which can 
vary from company to company or sector to sector. As shown above, the successful alignment of company- 
specific principle frameworks – or, at a more general level, company values, charters or related guidelines – 
hinges not solely on theoretical perspectives from public discourse or scholarly literature, but indeed on 
sustained, direct engagement with practitioners throughout the company. Employing methods such as 
surveys, interviews, and portfolio analyses facilitates a nuanced understanding of the breadth of ongoing 
projects, the precise ethical questions they raise, and the boundaries and terminologies, such as the precise 
meaning of what constitutes “high risk” in a given company context, that must be clearly defined. By 
maintaining close, hands-on engagement with those directly involved, ethically oriented assessments can 
thus become both genuinely meaningful and effectively tailored to the organization’s specific context.

While the framework has been rolled out and is currently utilized by GAI practitioners, Merck follows 
the advice of the DEAP, which recommended that Merck contextually monitor the GAI use case develop
ment process over time. This includes analyzing the accuracy and appropriateness of the categorizations as 
assessed by the use case owners or developers, as well as reviewing low-risk cases to ensure they still align 
with the established categories. The system is designed to be dynamic to accommodate changes in the 
definitions of certain categories within the framework. By implementing such a continuous monitoring 
process, Merck can better ensure that its GAI use cases continue to be developed responsibly and ethically 
while effectively addressing new challenges or changes in data categories. Regular reviews of the decision 
tree and governance mechanisms will be conducted to identify areas for improvement and ensure that the 
system remains robust and effective. Such an approach is intended to ensure that the assessment method 
adheres to predefined quality criteria and is effective in detecting cases where oversight is warranted, 
thereby achieving its intended objectives.

The development process outlined herein reveals key insights into the breadth such a framework 
can reasonably cover. Designed primarily to meet the operational needs of Merck its scope can be 
extended to a range of GAI use cases within the company – and potentially beyond them. At the 
same time, it cannot serve as an all-purpose blueprint for other organizations. However, several 
considerations that shape the framework’s design constitute generally applicable guidelines for 
ethics practitioners. Chief among these are the selection of a suitable principle framework or the 
derivation of relevant principles from more abstract organizational values or charters and the 
tailoring of ethically salient markers to the distinctive operational features and ethical dimensions 
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of a particular company. Our observations indicate that achieving this alignment requires philoso
phical validity while also accommodating the practical expectations of AI practitioners in various 
departments. In our experience, a blend of interactive methodologies – such as surveys, interviews, 
and iterative pilot testing, supported by external ethics committees like the DEAP – represents 
a promising approach. We further suggest that the underlying rationales for identifying critical 
markers, alongside the process by which they were selected, hold general relevance for similar 
ethical frameworks.

Conclusion

The objective of this paper was to contribute to the following research question: “How can an assessment 
framework be developed to facilitate the ethical integration of GAI in corporate environments while 
enabling practitioners in bottom-up innovation?” In order to address this question, we have developed 
a practical framework for the resolution of ethical issues in GAI, with particular emphasis on those arising in 
technology companies.

The ethics framework outlined here serves as a vital tool for Merck in addressing the ethical 
risks associated with GAI technologies while embedding digital ethics throughout the organization. 
Developed with support from Merck’s Digital Ethics Advisory Panel (DEAP) and framed around 
broader GAI user needs and provisions established by senior AI leaders in the company, this 
framework is created through constant feedback seeking among actual GAI users. It builds on the 
company’s existing ethical models, such as the Code of Digital Ethics (CoDE) and semi-automated 
risk assessments, while specifically addressing the unique challenges of GAI, including inaccuracies, 
hallucinations, and the necessity for human oversight and verification. By providing flexible 
guidance for the responsible and ethical implementation of GAI in the private sector, the frame
work proves adaptable across various industries and contexts. Its tiered oversight approach 
encourages innovation and experimentation while ensuring appropriate governance. This bottom- 
up, self-service approach empowers use case owners to make ethically informed decisions, building 
ethics capacity across the workforce and enhancing awareness of key ethical considerations in data 
and GAI.

In developing such a framework, we conclude that a risk-based, Ladder-style approach, as described by 
Mökander et al. (2023), employing clear, actionable criteria, offers the optimal balance between complexity 
and usability for diverse teams supporting a large number of users. In contrast, a Switch model that subjects 
every GAI system to ethical review may stifle innovation, while a Matrix model with intricate, multi
dimensional analyses risks overburdening staff. Nevertheless, each approach proves valuable in particular 
contexts: for instance, we adopted the Matrix logic to develop a semi-automated risk assessment in a data 
analytics context (Charton et al., 2025).

The present form of ethical reflection and oversight is set up to evolve from self-assessment to more 
formal regulatory compliance as required, maintaining a balance between creativity and control. It is 
expected that frameworks such as our GAI ethics framework will continue to be important in the future, 
despite the implementation of substantial regulatory measures such as the EU AI Act. While the EU AI Act 
offers organizations a framework for the development of reliable and compliant AI, it has also been the 
subject of criticism. It is argued that the scope of the EU AI Act is insufficient, with calls for a wider list of 
prohibited AI systems and a more comprehensive Annex III (High-Risk-AI-Systems). Furthermore, con
cerns have been raised that exceptions within the EU AI Act facilitate the reduction of risk estimation from 
high-risk to low-risk, which in turn results in the minimization of the obligations placed upon organiza
tions. Finally, while the EU AI Act provides comprehensive guidance on the regulation of “AI systems” and 
“general-purpose AI models,” it offers less detailed guidance on “general-purpose AI systems,” which 
encompass the majority of GAI applications, including ChatGPT, DALL·E, and Midjourney (Wachter,  
2024). As these applications become increasingly integrated into business operations, such frameworks will 
be essential for navigating the complex ethical landscape, fostering responsible innovation, and building 
trust among stakeholders. It is imperative that frameworks such as the GAI Ethics Framework are viewed as 
a valuable addition to existing regulations, such as the EU AI Act.
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